
UWAIS WATKINS
Brooklyn, NY | uwatki1@gmail.com | Website | GitHub | LinkedIn

PROFESSIONAL SUMMARY
Junior Cloud/Cloud Operations professional with a B.S. in Information Technology, AWS Certified Cloud Practitioner, and 9 industry
certifications. Hands-on experience building Terraform-managed AWS infrastructure, Azure/Wazuh security operations labs, Microsoft Entra
automation, and Kubernetes workloads.

TECHNICAL SKILLS
Cloud & Infrastructure: AWS (S3, CloudFront, Lambda, API Gateway, DynamoDB, IAM), Azure, Terraform, Infrastructure as Code (IaC)
Automation & DevOps: Python, Git, GitHub Actions, CI/CD, Kubernetes, Helm, Argo CD, REST APIs
Systems & Networking: Linux, Windows, Windows Server, Active Directory, Microsoft Entra ID, TCP/IP, DNS, DHCP, VLANs
Monitoring & Security: Wazuh SIEM, Sysmon, File Integrity Monitoring (FIM), Vulnerability Management, CIS Benchmarks

TECHNICAL PROJECTS
AWS Serverless Infrastructure Deployment
github.com/waisyrr/AWS-Serverless-Infrastructure-Deployment | AWS, Terraform, GitHub Actions, Python

Built a serverless AWS portfolio platform using Terraform to define 12 infrastructure resources across S3, CloudFront, Lambda, API
Gateway, DynamoDB, and IAM; implemented a Python visitor-counter API with atomic DynamoDB updates and a push-triggered GitHub
Actions deployment workflow.

Enterprise Azure SIEM/SOAR Security Operations Lab
github.com/waisyrr/Enterprise-Azure-Wazuh-SIEM-SOAR-Security-Operations-Lab | Azure, Wazuh, Active Directory, SOAR

Built and documented a 3-VM Azure SOC lab with Active Directory, Wazuh SIEM, Windows/Linux telemetry, and an 8-stage SOAR
workflow; analyzed and exported 482 security alerts and identified 7 vulnerability findings.
Developed 15 Python automation utilities for SOC reporting, health monitoring, alert parsing, IOC enrichment, and incident reporting,
generating structured CSV, JSON, and TXT outputs from Wazuh security events.
Implemented evidence-backed monitoring for authentication failures, Sysmon processes, SSH brute force, file integrity monitoring, CIS
checks, and vulnerability inventory; validated analyst-approved response orchestration and endpoint firewall-rule state.

Microsoft 365 / Entra ID Python Automation Lab
github.com/waisyrr/m365-entra-python-automation-lab | Python, Microsoft Graph, OAuth 2.0

Developed 13 Python automation workflows using Microsoft Graph and OAuth 2.0 client credentials to automate Entra ID onboarding,
offboarding, user lifecycle management, group administration, and CSV-based reporting across 30 directory users and 11 groups.
Built user, department, group-inventory, and license-report exports to support directory administration and audit-oriented reporting.

Kubernetes GitOps Infrastructure Lab
github.com/waisyrr/kubernetes-gitops-infrastructure-lab | Kubernetes, Helm, Argo CD

Deployed a 4-replica NGINX workload on Kubernetes using 7 declarative security and application resources, including namespace
isolation, RBAC, ServiceAccount, ClusterIP networking, and a TCP/80 NetworkPolicy; packaged the workload as a reusable Helm chart
and documented GitOps drift/self-healing validation.

PROFESSIONAL EXPERIENCE
IT Support & Systems Specialist | Pizza Sabbioni - Dubai, UAE 2025-2026

Delivered Tier 1/Tier 2 support for Windows workstations, POS terminals, and network-connected peripherals, resolving hardware,
software, TCP/IP connectivity, payment, and account issues across 10+ endpoint devices.
Resolved approximately 180 technical support incidents per week, prioritizing rapid service restoration and escalating complex issues to
third-party vendors when required.
Troubleshot local network connectivity, payment terminal functionality, self-service kiosks, and POS hardware across five payment
platforms to minimize operational downtime.
Administered a cloud-based POS and online ordering platform, managing data configurations for 700+ menu items and ingredient
mappings while executing 10-15 monthly production updates without disrupting operations.

EDUCATION & CERTIFICATIONS
Bachelor of Science in Information Technology Western Governors University (WGU) | 2026
AWS: Certified Cloud Practitioner
CompTIA: Security+ | Network+ | A+ | Project+ | Secure Infrastructure Specialist (CSIS) | IT Operations Specialist (CIOS)
IT Service & Linux: ITIL 4 Foundation | LPI Linux Essentials
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Western Governors University (WGU) | May 2026

New York, NY

https://d1l6jcvu4zf64q.cloudfront.net/
https://github.com/waisyrr
https://www.linkedin.com/in/uwais-watkins/
https://github.com/waisyrr/AWS-Serverless-Infrastructure-Deployment
https://github.com/waisyrr/Enterprise-Azure-Wazuh-SIEM-SOAR-Security-Operations-Lab
https://github.com/waisyrr/m365-entra-python-automation-lab
https://github.com/waisyrr/kubernetes-gitops-infrastructure-lab
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